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ABSTRACT

While several machine learning technique has been implemented for Android malware categorization, there is still
difficulty in analyzing due to overfitting problem and including of un-executable code, etc. In this paper, we introduce our
implemented tool to address these problems. Tool is consists of approximately 1,500 lines of Java code, and perform Flow
analysis on set of APIs, or on control flow graph. Our tool groups all the API by its relationship and only perform analysis
on actually executing code. Using our tool, we grouped 39032 APIs into 4972 groups, and 12123 groups with result of
including class names. We collected 7,000 APKs from 7 families and evaluated our feature reduction technique, and we also
reduced features again with selecting APIs that have frequency more than 20%. We finally reduced features to 263-numbers
of feature for our collected APKs.
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Table 1. Name and role of each component of

Android

Name Description _
Files converted class files into ﬁ?ﬁ{,‘ﬂgtﬁﬂ F/;enqa‘fes’}g‘/
classes. dex byte codes for recognition Y
' within the Android Dalvik
virtual machine.
A directory aggregates Android Control Flow Graph
res non-compile images and xml APK Control Flow (CFQ) Frequency
resources. Analysis Analysis
lib Directory contains library files,
which are compiled with NDK.
A. directory 1‘elatedA to Frequently Called Grouped API
signature. It contains Unit word Group Frequency Call Information
Meta-INF | MANIFEST.MF, CERT.SF, and Analysis
store signature encrypted with . )
SHA1 and base64. Fig. 2. Overall structure of implemented tool
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resources.a about resource files. Store 3.1 Ho| SE EM
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and information about the SDK HES calleetts #5350, callers] 4 A
version. 28 API7} AH8El+= A& Throwable 2329




1238 gtERolt A FE EHE 93 Flow Analysis 7|4k API 253 2 W% &4 74

"<org.bonehead.ZeDRoPSXbMtZEwwnrUsHIIrm: android.util.pair IkTRHsXsBiopFIAgKjurNmMB(java.lang.String)>": [

1 "<org.bonehead.aHpJGLJtienHDCXIWiezjUtoX: void animate()>": [

2 '<android.view.animation.AnimationSet: void <init>(boolean)>"

3 '<android.view.animation.TranslateAnimation: void <init>(int, float, int, float, int, float, int, float)>"
4

5 '<android.view.animation.Animation void setFillAfter(boolean)>:

6 |1

7

8 "<java.util.regex.Pattern: java.util.regex.Pattern compile(java.lang.String)>"
9 '<java.io.RandomAccessFile: void close()>",

10

11 "<java.io.RandomAccessFile: int read(byte[]1)>"

12 | ]

Fig. 3. FlowDroid output as json format. Key as caller and value as callees.
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Table 4. Unit word-frequency relationship of
single APK

single APK # of groups
Family Category emerged with
Word Called Word Called more than 20%
Action 3 Create 1 frequency
Appeaer 0 Delivery 0 Airpush Adware 102
Backed 0 Positive 1 Dowgin Adware 123
Base 0 Pssh 0 Fakelnst | Trojan-SMS 28
Capability 0 Recommend 0 Fusob Ransom 18
Double 0 Reduced 0 Kuguo Adware 169
Exclusion 0 SCRIPT 0 Mecor Trojan-Spy 33
Fingerprint 0 Send 0 Youmi Adware 185
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Input : APIs @ Set of APl names.

Output: : rootWordMap : Map of root word and APl name.

Variable: frequencyMap : Map of Unit word (of APl name) and frequency.

Variable: units @ array of unit words from single APl name.

Variable: rootWord : a unit word of API that is frequently emerged.

procedure iterateOverAPIs(APIs)
frequencyMap <- @;
rootWordMap <- @;

FOREACH APl name of APIs DO

calculateFrequency(units);
FOREACH APl name of APIs DO

o

rootWord <- getRootWord(units);

N

return rootWordMap;
3 procedure calculateFrequency(units)
FOREACH unit word of units DO

~N o o N

ELSE

@

1
1
1
1
1
1
1
1
1
1

9 procedure getRootWord(units)

IF frequencyMap has frequency of unit DO
add frequency of unit and update frequencyMap;

//re=split the API into unit words for rootWord matching

1
2
3
4
5 units <- split APl name with Capital or Capitals;
6
7
8
9 units <- split APl name with Capital or Capitals;

1 put rootWordMap the rootWord and APl name;

| put unit into frequencyMap with frequency 1:

20 SET rootWord null;

21 FOREACH unit word of units DO

22 SET rootWord into unit for initial state;

23 get frequency of unit word from frequencyMap;

24 IF frequency of unit word is bigger than frequency of currenty rootWord DO
25 \ rootWord <- unit word;

26 return rootWord;

Fig. 5. Overall process of frequency analysis as pseudo code.
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